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EXECUTIVE SUM M ARY

The economics of cybercrime took a real hit, too, as the average loss from  
a successfully executed BEC attack was ‘only’ $79,000 USD, signi昀椀cantly  
less than the typical demands for ransomware. 

As crucial as these insights are, applying them is o昀琀en le昀琀 for the prac琀椀琀椀oner to 昀椀gure out on their own.  
This report aims to help you plan for: 

• The major threat landscape shi昀琀s powered by AI and economic instability 

• The long, long tail of the vulnerability lifecycle, starring the seemingly immortal Log4Shell and ProxyShell from 2021

• The growth of as-a-service-driven ransomware 

• The 昀椀ve most successful tac琀椀cs, techniques, and procedures (TTPs) in 2022 and what that means for you in 2023  

Cybersecurity is a team game that aims to reduce risk and increase resilience. Protec琀椀ng yourself in isola琀椀on, without 
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INTRODUCTION

The 2023 Arctic Wolf Labs Threat Report aims to combine our security  
researchers’, data scientists’, and security developers’ most forward- 

thinking ideas with practical guidance you can apply to protect your organization.

The Arc琀椀c Wolf Security Opera琀椀ons Cloud, with its open XDR architecture fuels this report, processing 3+ trillion 
security events weekly and genera琀椀ng 4.8+ petabytes of data from endpoints, networks, cloud, iden琀椀ty, human 
sources, and more. We aim to provide insights that transcend any technology or a琀琀ack surface by combining this 
vast dataset with Arc琀椀c Wolf’s threat and malware intelligence data and 昀椀ndings from our digital forensics and 
incident response work.

Our predic琀椀ons and insights on the year ahead focus on the macro and micro changes to the threat landscape, 
including incident response, inves琀椀ga琀椀ons, insights, and trends. Though the threat landscape is constantly 
evolving, and the threat actors regularly change their tac琀椀cs, techniques, and procedures (TTPs), the unfortunate 
vic琀椀ms of cybercrime give everyone in the security community the opportunity to learn from and react to the 
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During times of economic strife and political instability, new opportunities  
and incentives are created for cybercriminals. 

With the long tail of the COVID-19 pandemic, high rates of in昀氀a琀椀on, and major con昀氀icts such as the ongoing 
war between Russia and Ukraine, we predict that more individuals with technical skills will be incen琀椀vized 
to resort to cybercrime. These individuals will seek to reap the pro昀椀ts of illicit ac琀椀vity such as BEC, phishing, 
ransomware, extor琀椀onware, and other tac琀椀cs.

Research for the Arc琀椀c Wolf State of Cybersecurity: 2023 Trends Report showed that small and midsize 
businesses (SMBs) are more severely impacted by cybercrime in the current economic climate because their 
budgets tend to either stay the same or decrease, making the payment of ransom demands more costly. On 
the other hand, enterprise scale organiza琀椀ons tend to increase spending on their cybersecurity e昀昀orts.

0 1Geopolit ical Inst abil i t y  and Economic  

St ress W il l  Dr ive Cybercr ime Increases
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The release and rise of ChatGPT, 
and now GPT-4, by OpenAI has 
been greeted with much fanfare 
and mainstream press, but the real 
implications of its potential are not 
yet fully known. 

ChatGPT and GPT-4 are OpenAI’s fourth-
genera琀椀on Genera琀椀ve Pre-Trained Transformers, 
which are based on natural language techniques 
that provide answers in a conversa琀椀onal way and 
have been noted for its extensive capabili琀椀es. 

With the broader public awareness of, and access 
to, AI of this nature, we expect to see more bots 
and automa琀椀on spread disinforma琀椀on across 

the web. We expect to see AI-generated imagery 
and videos used by threat actors to spread 
propaganda, in昀氀uence public opinion, and launch 
advanced social engineering campaigns.

We predict that threat actors will harness AI 
technologies, such as ChatGPT and other AI tools 
to create malware. Early reports on OpenAI’s 
genera琀椀ve AI applica琀椀ons have supported this 
predic琀椀on, demonstra琀椀ng that the barrier to entry 
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AI is not the only disruptive 
technology that will change the 
cybercrime landscape.  

Decentralized 昀椀nance (DeFi), which leverages 
public blockchain ledgers to process 昀椀nancial 
transac琀椀ons via smart contracts, o昀昀ers an 
alterna琀椀ve to centralized 昀椀nancial (CeFi) systems. 

While DeFi isn’t inherently a new technology, 
2022 has been the year that’s brought DeFi to the 
mainstream — and there’s a lot more to DeFi than 
just cryptocurrency. This includes non-fungible 
tokens (NFTs), smart contracts, tokeniza琀椀on, and 
poten琀椀al token-based peer-to-peer exchanges 
that allow individuals to bypass centralized 
ins琀椀tu琀椀ons to swap collateralized tokens. 

DeFi o昀昀ers threat actors a means by which they 
can exchange illicitly obtained crypto funds 

(either washed or mixed funds, or services to 
be rendered later via smart contracts). Beyond 
the exploita琀椀on of this technology also lies the 
poten琀椀al compromise of it.

Smart contracts, for example, are just programs 
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Web3 allows for new social  
engineering tactics.

Other emerging cyber environments that 
have increased poten琀椀al for exploita琀椀on are 
organiza琀椀ons hos琀椀ng virtual reality (VR) and 
augmented reality (AR) data.

As more data is collected through VR/AR devices, 
sensors, cameras, etc., and stored on servers 
and databases connected to the internet, these 

become rich targets of poten琀椀ally large amounts 
of personal data on the user such as eye tracking 
data for ads and many other examples. 

There is an emerging opportunity for new social 
engineering a琀琀acks in VR applica琀椀ons in Web3 
applica琀椀ons, providing even more incen琀椀ve to 
support DeFi services.

03 Disrupt ive Technologies W il l  Creat e New   

Oppor t unit ies and Threat s (cont .)

What it looks like in the real world

Web3 technology develops, and threat actors leverage emerging AI technologies to enhance their 
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What it looks like in the real world

In 2019, ransomware groups found another way to put pressure on vic琀椀ms — a double-extor琀椀on 
ransomware a琀琀ack. 

This style of a琀琀ack is where the threat actor makes a copy of some or all the data before encryp琀椀ng it. 
If the vic琀椀m refuses to pay a ransom, the sensi琀椀ve data stolen from the network will be made public or 
sold on the black market. 

Since this discovery, ransomware groups have become even more crea琀椀ve, adding one more layer to 
their a琀琀acks — a triple-extor琀椀on ransomware a琀琀ack —where a vic琀椀m’s associates (such as partners, 
customers, or pa琀椀ents) are threatened with data leaks if the original vic琀椀m refuses to pay a ransom. 

These kinds of a琀琀acks increase the likelihood that an organiza琀椀on will pay and o昀昀er cybercriminals 
another route if the business doesn’t play along.

With the cybercrime industry  
raking in $1.5 trillion USD in  
revenue annually, criminal groups  
and organizations are only  
gaining strength and growing  
in sophistication.

† 杩汬椰〲䐰〵〶䐰਼  ㄰〲੅ 〰㄰⸵ㄲ‰‰‱㈠ㄶ㜮㘶㜮㘱㤱⁔⽌愴㜮㤶〰〲〰㸲ど湩㰰《⽐㈩⽍䍉䐠㌵ㄶe103  51C>1076</L10.51 TBg
110.167.667.611
116</L05D.7.167.6 0 0 C 000g903B008930 12 16745 0.3496003B0ET
EM 08916001 0  0 0 C 000003B00C 
00g-7 >>BDC 1D90nuang (en i7-TBg M960r002.5MC>1 )Tj
M12 ]15D0g-7 >>BDC 6D0062008nnua76</ 
002D000g 
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What it looks like in the real world

A琀琀acks targe琀椀ng ICS/SCADA devices have recently been observed in Russia, Ukraine, and the 
US, for example. IoT devices are o昀琀en le昀琀 unsecure on the network, as digi琀椀za琀椀on outpaces 
security implementa琀椀ons, and are therefore targeted to gain ini琀椀al footholds. We expect this 
type of behavior to increase with the increased adop琀椀on of IoT in network environments across 
manufacturing, healthcare, and other industries.

Threat actors will continue to identify 
new ways of gaining initial access to 
vulnerable organizations. 

Here we review several relevant techniques that 
we expect to see more of in 2023:

IoT/ICS being used for initial access

Threat actors may try to take advantage of 
appliances not supported by endpoint detec琀椀on 
response (EDR) products, such as VoIP gateways, 
昀椀rewalls, or Internet of Things (IoT) devices.

In 2022, Cybersecurity and Infrastructure Security 

湥
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What it looks like in the real world

RMM solu琀椀ons allow threat actors to easily blend into normal enterprise network tra昀케c. It can be 
challenging for organiza琀椀ons to restrict RMM tool tra昀케c unless they are very well tuned into what 
RMM tool uses are expected in their networks, furthering threat actors’ success. 

Remote monitoring and management 
tool abuse will continue.

Remote monitoring and management (RMM) 
tools such as Microso昀琀 Remote Desktop Protocol, 
ConnectWise Automate, and others have been a 
mainstay for threat actors, and we don’t expect 
that to change any 琀椀me soon. 

We’ve also observed incidents where threat 
actors abused na琀椀ve ConnectWise func琀椀onality 
in social engineering campaigns against 

unsuspec琀椀ng vic琀椀ms. 

These types of a琀琀acks are par琀椀cularly e昀昀ec琀椀ve 
in environments where users expect to see 
ConnectWise Automate ac琀椀vity from their 
network administrators, leaving them less 
suspicious when confronted with an illegi琀椀mate 
ac琀椀vity that looks similar. 

We expect threat actors to get more crea琀椀ve in 
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What it looks like in the real world

Organiza琀椀ons in industries such as 昀椀nance, insurance, and business services regularly rely on email 
correspondence for invoicing and payment. These industries will con琀椀nue to be a prime target for 
BEC a琀琀acks, as the volume of payments and wire transfers commonly conducted via email in these 
sectors occurs at a higher rate, presen琀椀ng more opportuni琀椀es for bad actors to insert themselves 
in these transac琀椀ons.

Sophisticated attacks may garner 
most of the attention, but more 
familiar email-based attacks will  
also continue to evolve.

BEC, already a go-to a琀琀ack method for 
cybercriminals, will increase in frequency and 
cumula琀椀ve 昀椀nancial costs, as it con琀椀nues to 
deliver lucra琀椀ve payouts for threat actors.

In fact, the FBI Internet Crime Complaint Center 
(IC3) [2] lists BEC as one of the most 昀椀nancially 
damaging forms of cybercrime. In 2021, reported 
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In 2022, only a handful of vulnerabilities were harnessed by ransomware  
threat actors for initial access, but the sheer volume of vulnerabilities has  
grown signi昀椀cantly year over year.
While this trend will con琀椀nue in 2023, even several years old vulnerabili琀椀es have been, and will con琀椀nue to be exploited 
by threat actors if there’s a large enough unpatched installa琀椀on base. So昀琀ware hosted on-premises will con琀椀nue to 
present challenges for organiza琀椀ons as they struggle to stay on top of patching the most impac琀昀ul vulnerabili琀椀es. It’s 
important to note that a CVSS score alone does not serve as a de昀椀ni琀椀ve measure of how a琀琀rac琀椀ve an exploit is to threat 
actors; a large unpatched base may be more lucra琀椀ve than a singular cri琀椀cal vulnerability.

Supply chain exploits are expected to grow in volume as new vulnerabili琀椀es con琀椀nue to be found by security researchers 
and threat actors. These kinds of a琀琀acks are a琀琀rac琀椀ve due to their centraliza琀椀on and large blast radius. A single vulnerable 
entry point in the supply chain can expose hundreds or thousands of customers and subsequent organiza琀椀ons to an a琀琀ack.

07 High Impact  Softw are Vulnerabil i t ies  



A R C T I C  W O L F  L A B S   |   T H R E AT  R E P O R T

17

©2023 Arc琀椀c Wolf Networks, Inc. All rights reserved.  |  Public 

What it looks like in the real world

Steps are being taken in the right direc琀椀on, but that doesn’t mean organiza琀椀ons should let down their 
guard when it comes to cloud security. Between miscon昀椀gura琀椀ons and the rise of cybercriminals 
targe琀椀ng the cloud speci昀椀cally, we expect this gap to lead to breaches in the future.

©2023 Arc琀椀c Wolf Networks, Inc. All rights reserved.  |  Public 

It’s no secret that organizations are migrating to the cloud. 

It’s cost-e昀昀ec琀椀ve and reduces on-premises risks. However, the same enthusiasm hasn’t manifested when it 
comes to cloud security. According to our annual The State of Cybersecurity: 2023 Trends report, only 38% of 
respondents believe they are e昀昀ec琀椀vely securing their cloud resources. In addi琀椀on, 42% of respondents stated 
that cloud security gaps were their primary area of worry, and in a posi琀椀ve trend, 46% of respondents would like 
to learn more about cloud security and evolving infrastructures.

0 9



1818

KEY THEM ES 



19

©2023 Arc琀椀c Wolf Networks, Inc. All rights reserved.  |  Public 

KEY THEM ES

The predic琀椀ons and real-world scenarios shared above aim to forecast what is coming next for security teams, 
while in this sec琀椀on we will look back at the past year to see what can be learned from the thousands of incidents 
we have responded to. Learning from the experiences of other teams and organiza琀椀ons is where you build 
resilience, focus tac琀椀cs, and short-term priori琀椀es that can help you avoid becoming a vic琀椀m of similar incidents.

Leveraging data from the Arctic Wolf Security Operations Cloud, and working in close 

collaboration with Arctic Wolf’s Incident Response and Security Services Teams, Arctic Wolf 

Labs have compiled these key themes based on threat intelligence gathered from our data set.

These key themes tell a clear story of a shi昀琀ing threat landscape. The headline-grabbing dangers of ransomware 
and BEC a琀琀acks remain a top concern, but just as important are how threat actors get their ini琀椀al foothold in  
the environment with a simple user ac琀椀on or by leveraging a handful of cri琀椀cal vulnerabili琀椀es. While others  
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Root Point of Compromise – External Exposure Deep Dive

Arc琀椀c Wolf Labs has determined that a handful of solu琀椀ons and vulnerabili琀椀es are responsible for a 
signi昀椀cant por琀椀on of incidents responded to by the Arc琀椀c Wolf Incident Response. Of the top 昀椀ve 
vulnerabili琀椀es leveraged by threat actors in 2022, four of them were published in 2021:

Older vulnerabili琀椀es can be en琀椀cing for threat actors because the vulnerabili琀椀es are well researched and 
public exploits are validated, taking the guess work out of exploita琀椀on. Furthermore, exploit modules are 
developed for penetra琀椀on so昀琀ware, such as Metasploit, making exploita琀椀on easier.

VMWare Horizon (Log4Shell – CVE-2021-44228)

Microso昀琀 Exchange (ProxyShell – CVE-2021-34473)  

WSO2 Mul琀椀ple (CVE-2022-29464)

Zoho Managed Engine AD Self Service Plus (CVE-2021-40539) and 

Microso昀琀 Exchange (ProxyLogon – CVE-2021-26855)
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With respect to external remote access tools, Microso昀琀 RDP (CWE-390) and Mul琀椀ple VPN (CWE-309) 
con琀椀nued to be the root point of compromise for a signi昀椀cant number of incidents (23%) in 2022.
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RANSOM  DEM ANDS BY INDUSTRY

Based on ransomware incidents investigated by the Arctic Wolf  
Incident Response the median initial ransom demand across all  
industries was $500,000 USD. 

Ransom demands vary across industries due to many factors, including the vic琀椀m organiza琀椀on’s size, 
revenue, data, and, in some cases, their insurance policy maximums. Some ransomware groups ac琀椀vely 
seek out cyber insurance policies in a vic琀椀m’s environment to be琀琀er inform their ransom demands, typically 
asking up to the maximum the insurance policy will cover.
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Ransomware-as-a-Service Dominates 
with LockBit Ahead of Other Variants

In 2022, ransomware threat actors demonstrated 
an increased adop琀椀on of the RaaS model. 

In this model, RaaS operators o昀昀er technical 
resources (e.g., encryp琀椀on so昀琀ware, leak site) and 
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LockBit

LockBit ransomware was 昀椀rst observed in 
mid-2019 as ABCD ransomware, due to the 
encrypted “.abcd” 昀椀le extension the threat actors 
used before changing to “.lockbit.” 

The group is known for its self-propaga琀椀ng 
ransomware and short dwell 琀椀mes. While other 
ransomware groups may spend days or weeks 
manually conduc琀椀ng reconnaissance a昀琀er 
gaining ini琀椀al access to a network, LockBit has 
automated these tasks and has been observed 
dwelling in the network for as li琀琀le as a ma琀琀er of 
hours. This helps explain why they have 3.5 琀椀mes 
more ac琀椀vity than the second-most-prevalent 
ransomware variant on our list — ALPHV 
(BlackCat).

ALPHV (BlackCat)

The ALPHV (BlackCat) ransomware variant was 
昀椀rst iden琀椀昀椀ed in November 2021. 

The name and imagery used in the ransomware 
variant’s branding stem from Russian folklore 
around a similarly named street gang[3] da琀椀ng back 
to the Soviet era. A琀琀acks observed thus far have 
employed the “double extor琀椀on” method to both 
encrypt vic琀椀ms’ systems and ex昀椀ltrate their data, 
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Strategic and Technical Insights into 
Ransomware Groups

In 2022, Arc琀椀c Wolf Labs conducted extensive 
research into TTPs leveraged by ransomware and 
extor琀椀on threat groups. 

The research allowed us to provide customers 
and the security community with strategic and 
technical insights into their opera琀椀ons.

By applying these insights to an organiza琀椀on’s 
environment, IT and security leaders could reduce 
risk, prevent or minimize disrup琀椀on to business 
opera琀椀ons, and increase understanding of speci昀椀c 
threats to help prevent future a琀琀acks. 

In addi琀椀on, these insights would help 
organiza琀椀ons prevent 昀椀nancial loss by making 
琀椀mely, informed decisions to prevent system 
down琀椀me.

The Karakurt Web: Threat Intel and Blockchain Analysis Reveals Extension of 
Conti Business Model

In early 2022, the Arc琀椀c Wolf Incident Response partnered with Chainalysis to use digital forensics and 
blockchain analysis to reveal clear connec琀椀ons between the extor琀椀on group Karakurt and the ransomware 
groups Con琀椀, Ryuk, and Diavol.
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Con琀椀 Connec琀椀ons: Having worked on over a dozen Con琀椀 re-extor琀椀on cases, the Arc琀椀c Wolf 
Incident Response team recognized that Con琀椀 relied primarily on For琀椀net SSL VPNs as the root point of 
compromise in re-extor琀椀on cases. This same technique was also found to be commonly used by Karakurt.

There are other overlaps seen between Con琀椀-related re-extor琀椀on a琀琀acks and Karakurt intrusions, including 
the use of the same tools for data ex昀椀ltra琀椀on, the crea琀椀on of a 昀椀le lis琀椀ng of ex昀椀ltrated data, and the use 
of the same hostname when remotely accessing vic琀椀ms’ networks. Arc琀椀c Wolf Incident Response also 
iden琀椀昀椀ed connec琀椀ons between Karakurt a琀琀acks and the Ryuk ransomware variant.

To further support these connec琀椀ons, Chainalysis, in partnership with Arc琀椀c Wolf, iden琀椀昀椀ed evidence of 
Karakurt wallets sending signi昀椀cant sums of cryptocurrency to wallets owned by Con琀椀, indica琀椀ng a 昀椀nancial 
connec琀椀on between the two groups.

 

Diavol Connec琀椀ons: The Arc琀椀c Wolf Incident Response discovered opera琀椀onal security errors made 
by Karakurt opera琀椀ves which revealed a connec琀椀on to Diavol ransomware, another group which emerged 
around the same 琀椀me as Con琀椀 (July 2021) and has been associated with the use of Trickbot malware. 

Our responders observed adversary ac琀椀ons across mul琀椀ple cases which proved shared use of tools and 
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M A R C H  2 0 2 2

Researchers have identified 

the vulnerability and 

reported it to Mitel.

M A R C H  2 0 2 2

Lorenz ransomware exploits Mitel 

device, placing Chisel Tunnel in 

devices to establish reverse shell.

M A R C H  2 0 2 2

Mitel MiVoice Connect product 

team identified this 

vulnerability as a zero-day 

exploit and patched it.

A P R I L  2 0 2 2

The vulnerability was assigned 

CVE-2022-29499.

J U N E  2 0 2 2

Observed by Arctic Wolf Labs that 

Lorenz exploits the Mitel device, placing 

a Chisel Tunnel on devices to establish a 

reverse shell. Primary detections have 

been created and implemented in
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THE CONTINUED SCOURGE OF 
BUSINESS EM AIL COM PROM ISE

One of the most notable trends in the threat landscape was a signi昀椀cant 
uptick in the number of successful business email compromise (BEC)  
attacks observed in 2022 compared to 2021. 

Business email compromise a琀琀acks con琀椀nue to be endemic in the industry, and the large payouts threat 
actors can steal con琀椀nues to mo琀椀vate them to conduct this type of a琀琀ack.

Business email compromise — also known as email account compromise (EAC) — is a type of email 
cybercrime scam in which an a琀琀acker impersonates a trusted contact then deceives vic琀椀ms into transferring 
funds or revealing con昀椀den琀椀al informa琀椀on.
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Vendor Impersonation

Vendor payment is a pretense that is o昀琀en used to trick vic琀椀ms with access to company 昀椀nances. 

In these BEC a琀琀acks, threat actors pose as legi琀椀mate vendors reques琀椀ng fraudulent payments. Employees  
should be on guard to ques琀椀on and double-check unusual or unexpected 昀椀nancial requests.

Data Theft

These types of a琀琀acks o昀琀en target HR departments, given their access to sensi琀椀ve data. 

Threat actors a琀琀empt to obtain personal or sensi琀椀ve informa琀椀on about individuals within the company, such 
as CEOs and execu琀椀ves. Gathered data can then be leveraged for future a琀琀acks. In some instances, threat 
actors may a琀琀empt to extort vic琀椀ms into paying to keep sensi琀椀ve informa琀椀on from being revealed publicly. 

Attorney Impersonation

Lower-level employees are commonly targeted through these types of BEC a琀琀acks, where a琀琀ackers  
impersonate a lawyer or legal representa琀椀ve. 

The goal of these types of a琀琀acks is o昀琀en to elicit the transfer of funds to a bank account controlled by a 
threat actor.

While threat actors o昀琀en launch BEC a琀琀acks against many industries at once, industries such as 昀椀nance, 
insurance, and business services were par琀椀cularly impacted in 2022. 
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The ongoing exploitation of compromised credentials in BEC attacks highlights the 
importance that MFA and dark web monitoring play in securing organizations. 

With MFA in place, exploita琀椀on of compromised creden琀椀als becomes more challenging. 

Even if a threat actor has a known username and password pair, the account remains inaccessible without a 
second factor of authen琀椀ca琀椀on such as an app push no琀椀昀椀ca琀椀on, text message, or security token. As a next layer 
of defense, dark web monitoring can alert organiza琀椀ons if creden琀椀als have been exposed. 

In addi琀椀on to the need for MFA, the ongoing 
exploita琀椀on of compromised creden琀椀als in BEC 
a琀琀acks underscores the need for organiza琀椀ons 
to have robust security awareness training 
programs, focused on increasing user vigilance 
of fraudulent creden琀椀al requests, in addi琀椀on to 
24x7 monitoring. This user vigilance training is 
cri琀椀cal due to the increasing number of phishing 
toolkits that prompt users to enter MFA tokens.

Interactive Incident Timeline: 

Arc琀椀c Wolf Security Opera琀椀ons Cloud 

 

https://arcticwolf.com/incident-response-timeline/
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FIVE NOTABLE EM ERGING  
THREAT ACTOR TTPs 

Threat actors are constantly adapting their tactics, techniques, and 
procedures (TTPs) to evade defenses and exploit novel initial access vectors. 

We reviewed threat intelligence from various sources to iden琀椀fy several key TTPs over the course of 
2022. Data sources included threat intelligence data resul琀椀ng from incident response ac琀椀vi琀椀es and digital 
forensics, as well as from our Managed Detec琀椀on and Response solu琀椀on.

PowerShell remained a favorite of threat actors in 2022. 

Numerous other ATT&CK TTPs depend on PowerShell, which provides several features that are a琀琀rac琀椀ve 
to threat actors:

1. PowerShell comes preinstalled on most Microso昀琀 Windows systems targeted by threat actors, 
including across desktop and server devices.

2. PowerShell provides a means for obfusca琀椀on, serving as an evasion against detec琀椀on by endpoint 
protec琀椀on and monitoring solu琀椀ons.

3. 
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03 T1190  -  Exploit  Public- Facing Applicat ion

In 2022, remote code execution vulnerabilities in major web applications have  
continued to serve as a potent initial access vector for threat actors. 

This list includes a diverse variety of products, such as Microso昀琀 Exchange, For琀椀net 昀椀rewalls, and Meraki 
VoIP devices.

Due to the wide variety of a昀昀ected products, organiza琀椀ons 昀椀nd it challenging to priori琀椀ze patching of the 
most urgent a昀昀ected applica琀椀ons and prevent these kinds of a琀琀acks. In many instances, major vulnerabili琀椀es 
that had been disclosed years ago con琀椀nue to be exploited.

0 4 T1133 -  Ext ernal Remot e Serv ices,  

T10 21 -  Remot e Serv ices and  

T10 21.0 0 1 -  Remot e Serv ices: Remot e Desk t op Prot ocol

Threat actors have continued to show a tendency to rely on remote access 
solutions such as Microsoft Remote Desktop Services, AnyDesk, ConnectWise 
Control (formerly known as ScreenConnect), and many others.

The con琀椀nued advantage of this approach for threat actors is that legi琀椀mate so昀琀ware is more likely to  
 †
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THE LONG TAIL OF LOG4SHELL  
(LOG4J) BACKGROUND

Log4j is a Java-based logging library maintained by the Apache software 
foundation. Software developers use the Log4j framework to record user 
activity and review application behavior.  

This library is one of the most used libraries for logging and is likely present in millions of java applica琀椀ons. 
The vulnerability is especially dangerous because Log4j is used as a backend dependency in many cloud-
based services. 

In early December 2021, Log4Shell (CVE-2021-44228 and CVE-2021-45046) was 昀椀rst iden琀椀昀椀ed as a zero-
day remote code execu琀椀on (RCE) vulnerability in Apache Log4j 2. An unauthen琀椀cated, remote threat actor 
can exploit this 昀氀aw by sending a specially cra昀琀ed request to a server running a vulnerable version of Log4j.

Arctic Wolf’s Response

A昀琀er this vulnerability was discovered, Arc琀椀c Wolf 
Labs built the Log4Shell Deep Scan Tool to detect this 
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RECOM M ENDATIONS FOR A  
STRONGER SECURITY POSTURE

Though the cybercrime landscape is continuously evolving, that doesn’t 
mean organizations are on their own when it comes to protection.

Cybersecurity con琀椀nues to evolve as well, and there’s a myriad of ways organiza琀椀ons can be琀琀er their own 
security posture and put themselves in a strong posi琀椀on to 昀椀ght o昀昀 immediate or future threats. 

A robust cybersecurity strategy is one that is not only unique to the organiza琀椀on’s needs but focuses on 
proac琀椀ve and reac琀椀ve strategies that work before and a昀琀er an incident occurs. This strategy should also 
be scalable and comprehensive, relying on more than just an abundance of so昀琀ware tools. Regardless of 
an organiza琀椀on’s maturity level or security needs, the following recommenda琀椀ons would help address the 
troublesome trends seen over the last year and strengthen cybersecurity postures going into 2023.

One of the most important pillars of an organization’s security posture is 
understanding the breadth of the attack surface. 



A R C T I C  W O L F  L A B S   |   T H R E AT  R E P O R T

40

©2023 Arc琀椀c Wolf Networks, Inc. All rights reserved.  |  Public 

0 2 M onit or  Cr it ical Log Sources  

f or  Secur it y  Threat s

Arctic Wolf has consistently recognized that a lack of visibility allows security 
threats to go unnoticed and cause signi昀椀cant damage to organizations.
Log monitoring is cri琀椀cal to detect major threats. This includes logs from intrusion detec琀椀on systems (IDS)/
network detec琀椀on response (NDR) systems, 昀椀rewalls, EDR solu琀椀ons, IAM systems, and the cloud-hosted 
services used in your environment.

Expanding environmental visibility to these types of log sources increases the likelihood of detec琀椀ng 
poten琀椀al threats at an early stage, allowing for those threats to be stopped before they have a chance to 
incur signi昀椀cant damage.

Log monitoring also allows organiza琀椀ons to u琀椀lize the full poten琀椀al of their cyber threat intelligence. Insight 
gained from the logs can illustrate which TTPs threat actors are using against their targets. That intelligence 
is cri琀椀cal for iden琀椀fying Indicators of Compromise (IOCs) and mapping out the adversary’s kill chain, 
ul琀椀mately helping analysts understand the mo琀椀ves and goals of threat actors which can assist in decision-
making about how to best respond to an incident.

03
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0 4 Employ  a Zero Trust   

Secur it y  St rat egy  

As organizations continue to migrate to the cloud by the masses and implement remote  
or hybrid work, implementing Zero Trust strategies becomes an important consideration. 

Zero Trust focuses on the user, not the perimeter, and limits all access unless it can be veri昀椀ed. This tac琀椀c —  
which includes strong iden琀椀ty and access management strategies — can reduce the a琀琀ack surface and prevent  
an a琀琀acker’s ability to move laterally through an organiza琀椀on’s network.

There are mul琀椀ple ways to implement Zero Trust strategies, including implemen琀椀ng mul琀椀-factor  
authen琀椀ca琀椀on and other iden琀椀ty management tools like Zscaler or Okta. 

U琀椀lizing a Zero Trust strategy, and relevant solu琀椀ons will reduce the risk of account takeovers and will provide 
addi琀椀onal security for organiza琀椀ons.

0 5 Underst and t he Shared Responsibi l i t y  M odel 

and Eliminate Miscon昀椀guration
It’s important to recognize where a cloud provider’s security responsibilities end,  
and an organization’s security responsibilities begin. 
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