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Cloud Security &
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Benefits
Determine Cloud Risks « Boost the cybersecurity of your
Gartner® reports that 60% of enterprises without a dedicated cloud cloud by uncovering deficiencies
security solution by 2029 will lack the visibility needed to achieve and vulnerabilities
their zero-trust goals. As Al adoption and cloud workloads increase,
organizations must keep cloud cybersecurity risks in check. - Find gaps that jeopardize your
To better understand the cybersecurity and compliance posture of compliance to mdusltry and
your critical cloud environments, Blue Mantis offers a government regulations
comprehensive Cloud Security & Compliance Assessment
solution. This on-demand service works across all major cloud - |dentify actionable best practices
hosting providers to identify vulnerabilities, risks, bad practices, and cloud misconfigurations that
misconfigurations and issues that impact compliance to applicable can be addressed

industry or government frameworks.

» Realize cloud cost savings and

Develop Remediation Roadmaps remove operational inefficiencies
Blue Mantis Cloud Security and Compliance Assessments identify

cloud configuration issues that increase your risks of non- « Receivea prioritized roadmap for
compliance with cybersecurity standards as well as industry and remediation of cybersecurity and
government regulations. Blue Mantis also identifies deviances from compliance issues

best practices and ways to reduce cloud costs. In addition, our

team partners with you to discover potential vulnerabilities and « Supportfor Amazon AWS,
develop an actionable remediation roadmap to improve your Microsoft Azure, and Google
cybersecurity and compliance maturity — all without costs of Cloud Platforms

dedicated staff, software licensing, and specialized tools.

Satisfy Industry Frameworks

Get detailed and actionable feedback on how well your systems meet today’s top cybersecurity frameworks such as:

« NIST Cybersecurity Framework (CSF 2.0)

e NIST 800-53 1400 Control Tests
« ISO 27001 1200
« CIS Controls 1000
« PCI-DSS 800

600

« HIPAA/HITECH
e« SOC2Type?2
« FedRAMP

e ..and many more. Unscored Fail Pass
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Quantify Potential Vulnerabilities

Blue Mantis cybersecurity experts provide you with detailed cybersecurity compliance reports based on the security
controls related to your specific industry and give you actionable strategies to mitigate potential risks:

Compliance Score Control Tests
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Access Control 70%

Awareness and Training

Audit and Accountability 41% 30 43 51
Assessment, Authorization, and Monitoring 34% 24 45 23
Configuration Management 0% 2 54
Contingency Planning 50% 1 1 48
Identification and Authorization 74% 93 32 50
Incident Response 41% 30 42 39
Maintenance

Media Protection

Physical and Environmental Protection

Planning N/A

Program Management 38% 7 1 36

Personnel Security

Personally Identifiable Information Processing and Transparency 21
Risk Assessment 16% 8 4 21
System and Services Acquisition 100% 7 105
System and Communications Protection 73% 179 66 123
System and Information Integrity 16% 23 113 88
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