
M365 Critical 
Security Controls 
Assessment
Benefits
• Identify common and unknown vulnerabilities attackers use 

to infiltrate your Microsoft 365 environment based on CIS 

security controls.
• Remediate major security concerns in your M365 

environment while documenting strategies to prevent future 

data exfiltration.
• Improve M365 security observability, notification, and 

reporting with actionable, prioritized recommendations.

Let's meet the future.

Key Features and Scope
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Why Blue Mantis
Blue Mantis is SOC 2 accredited and brings certified cybersecurity expertise to every M365 engagement, remediating 

vulnerabilities, not just reporting them, so IT leaders gain real visibility and confidence.

During a week-long engagement, Blue Mantis certified cybersecurity experts evaluate 20+ technical and 

procedural safeguards including:

• M365 cloud security controls aligned to CIS standards.

• Microsoft Entra ID identity and access management analytics.

• Exchange, SharePoint, Teams, and Copilot AI data policies.

• Gap analysis with prioritized remediation recommendations.

• Hands-on remediation of the most common M365 vulnerabilities.

• Enhanced visibility, notification, and reporting configurations.

Assess Modernize Manage

Business Challenge and Solution

In 2023, businesses using Microsoft 365 and Entra ID faced over 150,000 business 

email compromise attempts per day and 40 billion attempted password attacks. 

Most IT teams lack the bandwidth to consistently identify and remediate the 

configuration gaps that create the most exposure.

The Blue Mantis M365 Critical Security Controls Assessment evaluates your M365 

tenant's configuration against CIS standards, delivers gap analysis and prioritized 

remediation strategies, and remediates the most common vulnerabilities for you during the 

engagement.
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